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PAPER IV- CYBER CRIMES
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INSTRUCTIONS TO CANDIDATES

1.
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The questions to be interpreted as given and no clarification can be sought from
the invigilator.

. No printed or handwritten materials will be allowed in the hall.

. All questions carry equal marks (15 each).

. Answer any six questions, additional answers after 6 answers will be not marked.
. Clearly indicate the Question numbers.

. Short notes not to exceed 75 words, Long answers not to exceed 250 words.

. Imaginary case laws used in the answer will result in striking of the answers in

total.

ANSWER ANY SIX OF THE FOLLOWING QUESTIONS ONLY

1.

Discuss the role of intermediaries in the internet and the guidelines issued by CERT. Substantiate
the same with Bazee.com case.

Discuss pornography and differentiate it from obscenity. Examine the provision relating to
pornography in IT Act and discuss whether the law is stringent enough to curb the menace.

Define cyber terrorism and the law relating to it. Examine whether there is any solution to this
problem in international law as well.

Define crime and its attributes. Justify how a cyber-crime falls in the arena of a crime.
What is Electronic Forgery and what provisions attract under IT Act and IPC for such acts?
Discuss the Judicial structure created under the IT Act and its effect on Cyber Crimes.
Write Short notes on

a. Section 66 A of the amended IT Act

b. Cyber Stalking

c. Identity theft
Write short notes on the following

a. hacking

b. Denial of Service
c. Trojan
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